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1 slide - Standard web applications

00% - Automating Binary protocols analysis




Standard web application

* Text-based Protocol
e Vast testing methodology

Tools

 Proxies / Sniffers
e Crawlers

e Scanners

e Manual Testing
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Binary Web apps

non-text protocols

Flash AMF

Java Serialization / RMI
Diameter / Radius

WCF

CORBA

etc...




My,

\)

@ngez | com

L/




response from hitp: 192,158 89 131 spsossenviet-StudemtDBSenvlet:Us erOption=AppletDisplay

forward drop intercept is on action

raw headers hex

HTTF/ 1.1 Z00 QK

Server: Apache-Covyvote/ 1.1

Iate: Mon, 12 SJ3ep 2011 13:45:00 GHMT
Content-Length: Z&45

pO0=sr00ava.util.VectorO—} [€; O000I0O0capacitvIncrement I00=lementCount [O0=lementDatatOd[Liava/ lang/ Chie
Lt xpOd0000000Owr00[ Ljava. lang . Chiject ;0 *00s) 1000=<p0000sr00=shod. register - StudencO] U a0EROOO
LOOCEcOOLjava, lang/ String; LOOcompanyogd-~00LO
courseDatetOdLjava/ scl/Date; LOOcourseLlocat iongd~00L00courseTic legO~00L0O0emai lgd~O00L0O0expectat ionsgd~0O0L
firstllameqd-~-00L0O01astlName Od-~-00xpt0O0

tO0asdscOjava. sql.acednFh?5f000«<cr00Java. util. acehj00KTcOO000x<pwO0007 ° : 'OxcO0Houston, TEcOOJava
Introductiontfdasddasd. comtO0asAdc00ASDcO0LSDsgO~00cO~0 tO0asdscd~00w00007 " : 'Ox<xcO00Houston, THXctOOJava
IntroductiontOfdasdi asd. comtO0asAdc00ASDtO0LSDsgO~00cO~0 tO0asdscd-~00w00007 " : 'O<xcO0Houston, THXctOOJdava
IntroductiontOfdasdiasd. comtO0asAdc00ASDtO0LSD ' sgd~00g0~0 tO0asdscd-~00w00007 " : 'O<cO0Houston, TXctOOJdava

Intcroductiontifasdf asd. comtO0asdtO0ASDCOOASD ' ™) ; scO-~-00qd~0O tODasdsqd-~-00w00007 & 'OxtO0Houston,
TXtOOJava IntroductiontOfasdfasd. comtO0asd' ") tOOASDCOOASD ! ') » scO-~-00q0~0 tOOFoxxy
Froductionssqd~0O00wO0dd £y OxtO0Houston, TXtOOJdawva Database Appstddfoxxylnana. firmtO0OData is
Cueen!'tO0FoxxvtOOBrownsoO~0O0cO~0 tO0larx=cd-~00w0000,  L;0O0xtO0New Tork City, NYtOOJava
IntroductiontO0gqwe 123 . comtO0He 1l locOO0JohntO0Doescd--00cO-~0 tO0OThe Firm

BizsoO~00wOOOO fy OxctO0Houston, T¥cOOdava Database AppstO0nasfcb.firmcO0Database access for
SoSitOOMastOOEscobarscd~0O0cgd~0 tOOJE Lexussod~00w0000 fy OxtO0Houston, TXcOOJava Database
AppsctO0dcharlesfib. comt0 Manage auto inventory using JDECtO0Char lestO0FowlersoO-00cO-~0O
tO0asd. asdsgd~00wO0007 " : 'OxtO0Houscon, THXtOOJava IntroductioncO0hackerfhacker.comtd cdemo
dactacO0HackertO0OHackersoO~0O0c0-~0 O
Smooth Opssoqd~00wO00d fr OxtO0Houston, TXtOOJava Database AppscO0dkanefhdk.comcdiCreate Java apps for
Smoothipps databasecOdAntonliotO0HardvsoOd~0O0c0~0 ctOOJones Comunszscd-~-00w0000 Oqo0dxtOOATlanta, GAtOOJawva
Database AppstOjonesfice.comtO0dI want some REMItOO0JostO0Jonesscd~00cO~0 t©OOMurray Super
FoodsscoO~00w0000 £y OxcOOHouston, T¥XtOOJava Database AppstO0donfmurray.comtO9Develop point-of-sale
application for Jgrocery sStore chaintOODonaldtOO0Murraysdgqd-~0O0cd~0 tOOFPreston
TechnologiessqOd~00w0000 fxy OxtO0Houston, TXtOOJdawva Database AppstOddavefpreston.cowmtOZFind out how to
(j\ ~ ge applicationscO0DavetO0Fresconso~0O0c0-~0 tO0Definite
WP ROZ |«



My,

\)

@ngez | com

L/




FOST /messagebroker/amf HTTF/1.1

Aococept: */*

Accept-Language: he-1IL

Beferer: httop://amf.riaspace.com/flex/AmfUserslist.swt/ [[DYNAMIC]] /4
¥-flash-versicon: 10,3, 183,5

Content-Type: application/x—amt

Content-Length: Z94

UA-CPU: =EBE

Accept-Encoding: Jgzip, deflate

User—Agent: Mozilla/4.0 (compatible; MSIE 7.0:; Windows NT £.0; SLCCl; .NET CLE
2.0.50727; Media Center PC 5.0, .WET CLE 3.0.0450&; .WNET4.0C; .NET4.0E)

Ho=st: amf.riaspace.com

Proxyv-Connection: Eeep-Alive

Pragma: no-—-cache

Cookie:  utma=I£3675164.700408203.1315836929. 1315836929, 1315836929, 1;

_ utmb=I£3675164.1.10.1315836925;  utmc=IE3ET51lE4;
_utmz=I£3675164.1315683658C258. 1. L. utmese=(direct) |utmcocn=(direct) | utmcmd= {none)

O0000000nul 100/ 40000
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Binary Comm. Setbacks

* Manual Tampering and Haxing
 Can't automate the process
e Can't use standard tools

Standard web application

* Text-based Protocol
 Vast testing methodology
Tools

e Proxies / Sniffers -
|
e Crawlers | TT
 Scanners |
e Manual Testing
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revious Work in Binar
Communication Testing

e afx- Reconstructing serialized Java objects from sniffer logs
(Forbidden Knowledge vol 14, 2001)

e Shai Chen - PT to Java Client Server Apps (OWASP Israel, 2008)
« Eric Monty et. al - Ruby for pentesers: JRuby (BlackHat, 20009)

arcin Wielgoszewski - Pentesting Adobe Flex Applications
DWASP NYNJMetro, 2010)



ero-configuration
Scriptable / Extendable
Self Updateble
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Missing

e fly analysis

Scriptable / Extendable
Self Updateble




/= AMF Playground - Windows Intemet Explorer

® 5 TR 3K B

@Sr‘rag}t E‘J
ﬂ‘; ':QE ‘gnMFma)’Em“"d x [@ http://en.wikipedia.org/wi... I ‘ ﬁ - Bl - @ - |j Page = @Tuuls =

o
[ (=l=] = ] i (=] B
Belch - Burp External Channel v1.0 =B R | E% Open XML Editor
Belch Settings File Edit Szarch Tools View Help
I¥] Enabled Enter User Data e & La &S o o o Hd X 4 ow :n]
Change |stemp
(L] Proxy Mame Hello @ E?’ ﬁ'rs
Trap Settings . -’
5 - ) Picture
Trap Editor 1 «flex.mes=saging. io.amf . ActionMe=zzage> -
Requests z  <version»3</versionx
:\BelchstAMF . bat 3 <headers/>
L] Responses 4 <bodies>
. _ 5 <flex.messaging. ic.anf.MessageBody> =
Automation Settings G <targetURI>null</ targetURI>
Setiings Jnopbat 7 <responselRI=/5</ responseTRI >
g <data class="object-array">
[] Enabled ‘ | | ‘
Automator Processor RESET E] <flex.messaging.nessages . Remot ingMessage >
" 10 <elientId class="string">7¥3613T4-1EF4
=¥ -6ACS-DER3-00002EDFTET0</clientId>
11 <destination>zend</destination>
12 <messageld>BB663101-53EF-E0cD-TOED
=+ =69ADGTESECFS</messageld>
13 <timestamp>0</timestamp>
14 <timeToLive>0D</timeToLive>
15 <headers>
18 <entry>
17 c2tring>Dsld</string>
ig <string>nil</string>
13 < /entrus ol
Download demo project Screen encoding: UTF-16 Qutput encoding: UTF-8 Supported XML version: 1.4
11 Insert application/xml =
From here you can download a sample demo project with ping function implemented.
h g

Dene (3 & Intemetl Protected Mode: Off H100% -
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.
- http://192.168.89 131:8080/students/ burp intruder repeater window about
Snaglt [ 4, POST request to http://192.168.89.13 1:8080/senvlet/StudentDBServlet . _— L (B e

b4y EEN - { & AMF Playground {@ Student Registration C. previous next action

i @R

|']’ original request r edited request r original response redited response

DISp—lEl}'STUﬂEI"ITSl Register Students-- - rparams rheaders rhex |

HRME E-MRII COMEZIY FOST /servlet/JtudentDB3srvliet HTTP/L.L -
ASL, ASC asdlasd.con &3d Content-Type: application/octet—stream ]
A3C, ASC asd@asd. con asd Cache-Control: no-cachs
ASC', ASC asdRasd.com aad Pragma: no-cache
ASL'"});, ASC asd@asd.con asd User-Agent: Mozilla/4.0 (Windows Vista £.0) Java/L1.7.0
ASC'"):, ASD asd@aad.con asd Host: L32.1f8.89.131:8080
Brown, Foxxy foxxy@nana.firm Foxxy Prod@ill accepr: text/html, image/gif, image/ipeg, *: og=.2, */*; g=.2
Demo, Demo demc@demo . com DEmo Froxv-Connection: keep-alive
Doe, John qwe@l23.con larx Content-Length: 344
Escobar, Nas nazlfigh.firo The Firr BY [ pelch: XML
Fowler, Charles charles@ib.com JB Lexus
Hacker, Hacker hacker@hacker.cor asd.asd <shod.register.Students>
Hardy, Antonic kanelfbdk.com Smooth Ops <lagtName>Demo </ lastMame>
Jones, Joe jonesBjoe. cow Jones Lo <firstllame>Demo«</ T 1ir stiames
Murray, Donald donfrureay.cor Murray Sy <company>DEmo</ company:>
Preston, Dawe dave@preston. com Preston Tedq <emall>demofdemo . com</email>
FaRin =i rickiida® com Definite 3 <courseTitle>Java Introduction</courseTitle>
T Belch - Burp Brtemal Channel w1.0 LEIE‘AJ Tech <gourselocation»Houston, T¥</courselocations
Zg Belch Settings <expectationsk>demo</expectat ionss>
“gourgelate»l0lZ-12-12</courgelates
‘1| [¥] Enabled <CR>
Change |semp </CR>
L] Proxy </shod.register.s5tudent>
Trap Settings
Trap Editor
Vi{ | [r] Requests ]
Select [cobelchvdSertxternal.bat -
[v| Responses
Le Ll | omatches
Automation Settings :
Setttings — nop.bat <firstlame>Demo</ firstiames>

-+ -{ -} |

[]Enabled | aytomator Processor RESET
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Application Web Server
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Binary ObjECt -3 Java Object ———3 XML (psuedo-p

1. Channel binary communication to JVM
11. Use JVM to reconstruct object in Context

111. Use JVM Serialization support to represent Object and
Contexnt as XML

1v. wrap with a pseudo-protocol
v. Tamper with data (manual and scanners)

vI. Reverse the flow

XML (psuedo-protocol) —» Java Object — Binary Object
@PROZIcwom
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